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A. Facts

DMARC stands for: Domain-based Message Authentication, Reporting and Conformance: domain-
based message authentication, reporting and conformance of messages.!

The background to DMARC.org is to increase security in e-mail communication and to ensure
greater protection of e-mail recipients against phishing mails, as well as facilitating domain
reputation. The goalis to filter out or intercept certain forms of criminal e-mails (phishing) early on
so that they do not reach the users.? Phishing is the forging of e-mail messages to Internet users,
in which, for example, a link contained in the e-mail does not lead back to the reputable provider
but rather to the attackers in concealed form, who thus intend to obtain sensitive private data.
Phishing can also be done through attachments or requests in an e-mail. Frequently, the sender’s
address is disguised to simulate a valid sender to the recipient of an e-mail. This is verified, among
others, by DMARC in order to detect any “forgeries”.

With DMARC as a standard, the aim is to achieve an interaction between the participants in the e-
mail communication by an exchange of information taking place between or to them. The following
parties need to be differentiated here:

1. The domain owner — e.g. Facebook, Paypal etc. — (or domain administrator who is
commissioned by the domain owner to manage all the settings with regard to the domain,
including the DMARC entry)

2. The sender who is commissioned by the domain owner to send e-mails, or a third party

who sends e-mails under the domain of the domain owner.

The Internet Service Provider (hereinafter “receiver”) - e.g. GMX, AOL, Hotmail, Yahoo! etc.

4. The report recipient. This can be both the domain owner and the sender or a commissioned
legal entity.

5. The recipient to whom the e-mail is to be sent.

w

! https://tools.ietf.org/html/rfc7489
2 https://tools.ietf.org/html/rfc7489
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The sender must first configure SPF (Sender Policy Framework) data records and the public key to
DKIM (Domainkeys Identified Mail) for all sending Domains to be taken into account (the DMARC
Policy domain). Here, the sender decides which IP addresses and which signatures execute or
depict legitimate dispatching of e-mails.

With SPF, the IP address of the sender is compared with a list of IP addresses registered for this
domain. With DKIM, e-mails are cryptographically signed on dispatch with a secret code that the
receiver can validate by comparing this for “correctness” with the public key. DMARC guarantees
the signature integrity based on these two already established technologies.

Using DMARC, the domain owner should now be granted an influence on the handling of non-
authenticated messages from the legitimate domains, by defining in DMARC guidelines, in addition
to the entries already mentioned above, how the receivers should handle the e-mails in the event
of a DMARC authentication test not being passed. A message does not pass DMARC if it does not
pass the SPF and/or DKIM test, or only passes in part. For this purpose, a differentiation can be made
between a “strict” and “relaxed” approach with regard to the SPF/DKIM authentication.
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The starting point here is that DMARC uses the RFC5322 From domain in order to combine/merge
authenticated labels.?

With a “relaxed” approach with regard to DKIM, the domain “signed” under DKIM and the
RFC5322.From domain must be organizationally similar. With a “strict” approach, however, they
must tally exactly.

A similar rule applies with a “relaxed” approach with regard to SPF. The RFC53221.MailFrom domain
authenticated under SPF and RFC5322.From domain must have the same organizational domain.
In the “strict” approach, however, the DNS domain must tally exactly.?

In addition, measures such as treating spam (quarantine), rejecting (reject) or no measures (none)
can then be defined. (Here, it should be noted that the receiver can also select the rejection or
treatment as spam although the e-mail has passed the DMARC authentication test. The receiver
can also accept an e-mail that has not passed the DMARC authentication test although the domain
owner has defined the rejection in the guidelines.)®

In addition to reporting addresses which will be addressed in more detail below, these DMARC
Guideline are published as Text Resource Records (TXT RR) in the DNS (Domain Name Service - the
directory service for a domain; accessible for anybody).

The reporting address mentioned above serves as a feedback e-mail address to which all (DMARC)
participating receivers now send information about these DMARC Policy domains and about the e-
mail authentication results.® Depending on who was registered for the reports by the domain owner,
these individuals now receive information about all incoming e-mails that were presumed to have
been sent by this DMARC Policy domain. This information is provided either by means of
standardized "aggregated reports” or “failure reports”.

It is decisive for the receipt of these reports, who was entered by the domain owner. As explained
above, this can be both the domain owner itself or the sender.

3 https://tools.ietf.org/html/rfc7489
4 https://tools.ietf.org/html/rfc7489
> https://tools.ietf.org/html/rfc7489
6 https://tools.ietf.org/html/rfc7489
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I. Aggregated Reports
Based on the recommendation from DMARC.org, the reports should include the following”:

1 Sufficient Information for the report recipient, in order to be able to analyze what
arrangements were made in accordance with the published guideline as well as SPF, DKIM
results.

1 Data for each sender subdomain separate From-Mail from the organizational sender
domain, also if no guidelines on subdomains were applied.

1 Sending and receiving domains.

1 The guidelines that were published by the domain owner and the guidelines that were
actually applied, if they differ.

1 The number of successful authentications.

I The number of messages based on all received messages, even if the delivery was ultimately
blocked by other filter systems.

With the aggregated reports, 2 possible types of reports are to be differentiated:
Firstly, there is the option of

1 receiving aggregating reports at regular intervals on the corresponding DMARC Policy
domains that according to the specifications do not include either individual e-mail
addresses or delivery status information (whether it is delivered, whether it is deleted, etc.)
and secondly

I aggregated statistics reports on IP addresses that have sent e-mails for the DMARC Policy
domain.® An IP (Internet Protocol) address is a sequence of numbers for addressing a
computer that is assigned to the computer based on the Internet Protocol. Both static and
dynamic IP addresses can be considered here during the communication. Whereas a static
IP address is firmly assigned to a particular connection owner (to be more exact: the
network interface of a certain device of the connection owner); in the case of dynamic
addressing an IP address is newly assigned to the connection owner (to be more exact: the
network interface of the device of the connection owner communicating with the Internet)
with each new take-up of the network connection.® The reports contain information about
the number of delivered as well as the undelivered e-mails. The first report is sent as soon
as a DMARC entry has been published in the DNS.

7 https://tools.ietf.org/html/rfc7489

8 http://dmarc.org/presentations/DMARC_general_overview_20120130.pdf p. 13

1 BvR 1299/05, para. 63; Welp, Information und Recht (“Information and Law"), volume 73, 2009
p.9, 10
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The IP report consists of an XML file that includes the following?®:
0 each IP address that has sent e-mails for the DMARC Policy domain
0 the number of messages for the DMARC Policy domain from each of these IP
addresses
0 a statement about how these messages were handled in accordance with the
defined DMARC guidelines
0 what results authentication by means of SPF and DKIM has revealed.

Il. Failure Reports!!

The failure reports based on message-specific authentication errors can be used to identify any
problems in the domain owner infrastructure and to find out the sources and reasons that have
caused the sending to fail. They can also be used to assist in tests with regard to the sources and
targets of fraudulent messages. These reports refer to individual e-mails that have not passed the
DKIM and/or SPF test.

For the sending of failure reports, the AFRF format reveals which data are reported. Here, it involves,
among others, the following data:

The IP address

The sending e-mail address
The recipient e-mail address
The subject of the e-mail

= =4 —a —a -8

The e-mail body

It is to be noted that the DMARC authentication refers solely to the DNS domain and not to the
local part of an e-mail address labeling/identification found in a message.*?

10 http://dmarc.org/fag.html
1 https://tools.ietf.org/html/rfc7489
12 https://tools.ietf.org/html/rfc7489
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B. Legal appraisal

When checking the compliance of the DMARC procedure with the GDPR from the perspective of
companies who want to send DMARC reports, the focus will be placed on the report generation
described above and subsequent communication.

Here, aspects of both data protection law and criminal law are to be taken into account.

|. Data protection, in particular the Telecommunications Act

1. Personal data

It is questionable whether as a result of the two reports ("aggregated”, “failure”), personal data are
processed, whereby due to a lack of independent definitions in the German Telecommunications
Act (TKG) the definitions of terms to be found in the General Data Protection Regulation (GDPR,
effective since 25 May 2018. Pursuant to Art. 4 Nr. 2 GDPR, processing is “any operation or set of
operations which is performed on personal data or on sets of personal data, whether or not by
automated means, such as collection, recording, organization, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction.” Under certain
circumstances, in addition to the sender’'s IP addresses, the data mentioned above may also be
collected and processed in the reports, in that these reports are communicated to the respective
report recipient.

As the German Telecommunications Act (TKG) does not have its own definition for the term
“personal data” either, the general definition in the GDPR is to be used in this regard. Pursuant to
Art. 4 Nr. 1 GDPR, personal data are “any information relating to an identified or identifiable natural
person.” Accordingly, it is decisive that the data refer to a defined or definable private individual, or
are suited to establishing a link to a private individual.

When using DMARC, different case constellations first have to be differentiated:

1. The domain owner is a legal entity and at the same time the sender who is entered as the
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